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Cyberattack on Inetum in France – assessment and latest
developments
As announced on Monday, 20 December 2021, the Inetum Group was the target of a ransomware
cyberattack on Sunday, 19 December 2021, which impacted certain operations in France, but not in any
of the other countries where the Group operates.
None of the main infrastructures, communication, collaboration tools or delivery operations for Inetum
clients has been affected.
Within the affected perimeter, all servers have been isolated and client VPNs have been switched off.
Following these initial measures and as a precaution, the dedicated crisis unit within the Group
immediately asked Inetum's operational teams to deactivate certain client interconnections deemed
sensitive at the time.
At present, for all other Inetum clients and partners:

•
•

Delivery operations are safeguarded
Messaging and collaboration systems have not been affected

The first detailed analyses have made it possible to:

•

identify the signature of the ransomware which we have communicated to the competent
authorities at ANSSI (French Network and Information Security Agency )

•

establish that there is no link to the Log4j vulnerability.

Inetum has already notified the prosecuting authorities and is working closely with their specialised
cybercrime units.
The Inetum Group has also decided to call in a Security Incident Response (SIR) service to benefit from
the support of a trusted third party.

About Inetum, Positive digital flow:
Inetum is an agile IT services company that provides digital services and solutions, and a global group
that helps companies and institutions to get the most out of digital flow. In a context of perpetual
movement, where needs and usages are constantly being reinvented, the Inetum group is committed
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towards all these players to innovate, continue to adapt, and stay ahead. With its multi-expert profile,
Inetum offers its clients a unique combination of proximity, a sectorial organisation, and solutions of
industrial quality. Operating in more than 26 countries, the Group has nearly 27,000 employees and in
2020 generated revenues of €1.966 billion.
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