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What is it
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Update Manager is a unified service to help manage 
and govern updates for all your machines. 

You can monitor Windows and Linux update 
compliance across your deployments in Azure, on-
premises, and on other cloud platforms from a 
single dashboard. 

You can also use Update Manager to make real-time 
updates or schedule them within a defined 
maintenance window.

Replaces Azure Automation Update management
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Difference (support)
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What Azure Automation Update 
management

Azure Update Manager

Patching Linux

Patching Windows (2008 - …)

Patching SQL

Pre/Post scripts

Migrated VMs

Arc-enabled servers (5$/server/month)

Host patching

Windows Client

Virtual Machine Scale Set

AKS



Difference (components)
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Azure Automation Update management Azure Update Manager

Automation Account Maintenance configurations

Automation runbooks Pre and post events

Log Analytics Workspace for storing updates data Azure Resource Graph for data storage
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Implementation
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Maintenance 
Configurations

Update 
Settings Monitor
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Maintenance 
Configurations

Update 
Settings Monitor
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Ma in t e n a n c e  
Co n fig u ra t io n s



Maintenance configurations
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Patching schedules

Scope

Update types
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Option 1: Add resources directly

• Any subscription
• Any Resource Group
• Any location

• Does not cover new Virtual Machines

Option 2: Dynamic scope, add 
resources based on

• Subscription
• Resource Group
• Resource type: Virtual Machine / Arc enabled 

server
• Location
• OS type: Linux / Windows
• Tags: any of / all of

Add resources
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Subscription- 1

Subscription- 2

Subscription- 3

Subscription- 4
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Schedule 

Parameters

- Startdate
- Timezone
- Time window
- Repeat every x hours / day / weekday / month
- Offset: update x days after repeat day
- Enddate

Limitations: Max window: 3h 55m
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Update types
Classifications

Linux

Critical

Security

Others

Windows

Critical

Security

Update 
rollups

Feature 
packs

Service 
packs

Definition 
updates

Tools

Knowledge Base (KB)

• Include
• Exclude
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Prerequisites

Prerequisites

Register resource provider 
‘EventGrid’ on Subscription

1

2

3



Subscribe  to events
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Event Subscription

- System Topic

- Event types: pre / post maintenance 
events

- Different Endpoint types



Subscribe to events
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Filter events

- Specific subjects
- Specific attributes 



Subscribe to events
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Additional features

- Dead lettering

- Retry policies

- Expiration time
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Maintenance 
Configurations

Update 
Settings Monitor
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Maintenance 
Configurations

Update 
Settings Monitor



Update settings on Virtual Machines
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1

2Test-VM-01



Update settings on Virtual Machines
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Periodic Assessment

Patch orchestration 
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Test-VM-01



Update settings on SQL Virtual Machines
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Maintenance 
Configurations

Update 
Settings Monitor



Built-in dashboard
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Test-VM-01

Test-VM-02

Test-VM-03

Test-VM-04

1 2



Built-in dashboard
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Test-VM-01

Test-VM-02

Test-VM-03
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Azure Platform Solutions
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Managed Services

Add-on on top of Azure Update Manager

Monitoring and Alerting
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Alerting on failed patching schedules 
(APS)

38

Function App in APS tenant
- Receive post event
- Check status
- Create ticket
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Cost

Azure Automation Update management Azure Update Manager

Automation Account: cost for runtime
- First 500 minutes free – then $0.002/minute

Maintenance configurations: free resources

Automation runbooks Pre and post events: free resources

Log Analytics Workspace for storing updates data:
- $2.76/GB log ingestion
- $0.12/GB/month for retention

Azure Resource Graph for data storage: built-in

Azure Arc enabled servers: 5$/server/month



What’s next?

Azure Update Management Kickstart
• 2,5 day engagement

• Day 1: 
• Server inventory
• Patching schedules – scope – update types

• Day 2:
• Configuration

• Day 3:
• Monitoring, followup, finetuning

• Fixed price: 2500€

• Contact us: 
rik.delva@inetum-realdolmen.world
info@inetum-realdolmen.world
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What’s next ? 
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Azure Platform Solution (APS)

• APS Specialized Workload for 
Update Management

• Contact us for more information : 
Jonathan.vanbeneden@inetum-realdolmen.world
info@inetum-realdolmen.world

mailto:Jonathan.vanbeneden@inetum-realdolmen.world


Hoe cybersecurity en 
cloud gebruiken als 
drivers voor innovatie 
en groei?



Q&A
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