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Cyber Recovery & Resilience
Rubrik helps unleash the benefits of AI
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Despite High Security Spend, Attacks Continue Unabated
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Ransomware Still on a Tear2

1. Gartner Forecast: Information Security and Risk Management, Worldwide, 2022-2028, 1Q24 Update, March 2024.
2. Mid-Year Update: 2022 SonicWall Cyber Threat Report: Global Ransomware Attacks in 2021.

Worldwide Security Spend is Up1
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Plenty of focus on 
Attack Prevention.

Not enough on 
Cyber Recovery

&
Cyber Resilience
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Are you ready for Modern Cyber Recovery?

Do you have a Cyber Recovery Time Objective?

Do you have a robust  Data Security Posture?
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RTO = Recovery Time Objective
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RTO ≠ Cyber RTO
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RTO ≠ Cyber RTO
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RTO ≠ Cyber RTO
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RTO ≠ Cyber RTO
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Cyber RTO Extends RTO up to 100x
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Introducing Rubrik Security Cloud
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Rubrik Built a Radically Different Architecture

LEGACY BACKUP & RECOVERY

Backup Software 
(Metadata)

Backup Storage 
(Data)

FULL TRUST ARCHITECTURE

RUBRIK WAY

ZERO TRUST ARCHITECTURE | IMMUTABLE

Data + Metadata

Storage 
Network

Native Data Threat Engine

Data + Metadata + AI
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Data Protection Data Threat 
Analytics

Data Security 
Posture Cyber Recovery

Threat 
Monitoring

Threat 
Hunting

Sensitive Data
Monitoring

User Intelligence

Threat 
Containment

Cyber Recovery
Simulation

Cloud 
Data Protection

Enterprise 
Data Protection

SaaS 
Data Protection

Unstructured Data 
Protection

Anomaly 
Detection

Enterprise 
On-prem

Cloud

SaaS

Unstructured Data

Rubrik Platform = DSPM + Cyber Recovery

Native Data Threat Engine

Automation APIs Crowdstrike

Zscaler

Palo Alto Networks

CYBER 
INTEGRATIONS

https://www.pentagram.com/work/windows/story
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Rubrik Zero Labs

Rubrik
Zero Labs

Ransomware 
Response 

Team  

Zero Trust
Architecture

RRT
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Thank You
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