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Editorial

Our world is becoming increasingly more digital. That is @ redlity no one
can afford to ignore.

This digitalisation will offer many possibilities and opportunities, but it

will also present us with major challenges, ranging from cyber security,
countering fake news, balancing privacy and security in managing online
data, and guarding the ethics of Al. And all these challenges require a
response at the international, European and national levels.

For our Belgian businesses. furthermore, keeping up with market trends
and future expectations in such a diverse market is challenging, yet
necessary.

Moreover, business markets are often researched
from an international perspective. Yet, there is
also a clear need for relicble data on the

Belgian market, representative for our
economy.

Therefore. | am enthusiastic

to see that this study brings
together a variety of important
topics: telecommunications,
cyber security, artificial
intelligence, and many more.
Personailly, | am a firm believer 1
in evidence-informed policy
making. And to that end,

reliable data is crucial. This stucy
may contribute to that.

Iwish you an interesting read.

).

etra De Sutter
Deputy Prime Minister and Minister of
Public Administration, Public Cnrcrpmcs
Telecommunication and the Postal Services

3 Technology take-up

In the B2B market study. we asked the organisations about their stance re-
garding a number of technologies. When comparing the results with the 2021
odition of the market study, we find that the uptake of Al 10T and blockehain
has remained more or less the same.

W noto that intorest in the Motaverse and Web 30 s still very low. Howover,
we expect digital innovation around these technologies to accelerate in the
coming years. This is clearly the case for Al and virtual reality glasses.

Last but not least, we see that the results for Private 5G have shifted signifi-
cantly. With the arrival of §G in Belgium, organisations have a more redlistic:
percoption.

31 Useofinternet of

Things (1oT) remains ‘We see d rising

equal ecological awareness,
In our market study. we defined IoT as as our clients invest in
the technology that allows your ma- loT for sustainability.
chines, devices and/or applications to Solutions like energy
communicate with each other. We didint monitoring, remote
differentiate between machine-to-ma- .

. . assistance or asset

chine applications versus loT applica-
tions (based on whether or not a SiM tracking and data
card was used). However, we did add a collection are now
question to gain insights into the use of available and manageable at

meblle versus local natworks massive scale, so one can really

use them to make a difference.”

Robin Joncheere
Country Managing Director, NTT
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3.3 significant, although stable, interest

in Artificial Intelligence
Disclaimer: the survey was mostly Is your company using or interested in
carried out before generative Al like using the following technologies by 20237 2.
ChatGPT gained attention all over the Artificial Intelligence (n =197)

media. We have certainly noticed that
interest in Al has picked up as more
people have begun discovering it
actively.

The use of Al has remained largely sta-

ble compared to the previous edition. vingi

As the graph shows, 25% of the large
organisations are using the technology,
while 23% are interested in its applica-
tion. Agaiin, to our surprise, this is clmost
exactly the same result as in the last
edition, when it stood at 26% and 25%,
fespoctivaly.

When comparing the 2023 results of Does your business use the following technologies:
the large organisations (typically the Artificial Inteligence? (Results study 2021)
Beltug members) with the results for all
Belgium-based organisations, the large Idon't
organisations are (not surprisingly) using No,wehavenever "%
Al much more. As said, 25% of large or- heard of it Yes
% 26%

ganisations are using Al compared to 7%
t010% for smaller organisations. Intuiively,
larger organisations can be expected

to have more data and more means to
begin investing in Al That s statistically
confirmed in this B2B market study.

No,andwe dont
have any plans to
startusing t

o No, but we wouldlike to
startusing tin the next
12-28 months
28%
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Top-10 Priorities of the Belgian
ClOs & digital technology leaders 2023

(business users only)
Alintegration in your IT environment [ 45%

Awareness and acceptable use of generative Al in a business context 45%
IT security strategy 44%

Data governance

41%

Getting control over hybrid IT — Optimisation of on-premise & cloud 40%

IT security architecture | 35%
ITgovernance [N 35%

User awareness (security and privacy) [ -

KPIs and metrics to report on applications, security, network performance

(also at Board level) E—— a3

Cyber incident response planning, including CSIRT 33%
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Top-10 Priorities of the Belgian
ClOs & digital technology leaders 2024

(business users only)

Alintegration in your T & business environment [ S S s S

Information security strategy
NIS2 — how to prepare for the implementation

T governance I
Security threats of Al I
Making Al ethical, compliant and explainable; Al governance, assurance.. |

OT and IT security roadmaps
Getting control over hybrid IT — Optimisation of on-premise & cloud

Information security architecture
Data classification & leak/loss prevention in the world of cloud and Al "

0% 10% 20% 30% 40% 50% 60%
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Security vs. IT management priorities
2024

Security threats of Al —
Information security str
— OT and IT security road
< INf OOt ON S UL O CN e O U
NIS2 — how to prepare for the IMpPlemMentation (T001S t.. I ———————————————
How to manage your vendors i COmMPIIaNCE With DO R...
<Supply chain risk — methodologies, t0ols and Prioriles e ——
Preparing for and impact of G Cyber SeCUrity iINCiaent, .. @ —
<Kalicious cyber actors (including state actors) — riskS i ———

Security and privacy behavioural change — setting Up.. e ———

Data classification & leak/loss prevention in the world .. e
Identity Governance & Administration (IGA) aNd Privil..

Making Al ethical, compliant and explainable; Al GoVer.. e ————

PriVUCY ANd Al e ——




Public vs. Private sector priorities 2024

Making Al ethical, compliant and explainable; Al go... |
Al integration in your IT & business environment |
NIS2 — how to prepare for the implementation (tool... ‘
Data classification & ]ec:lk;'loss prevention in the wo.. e it :
Information security strategy e ——

The iMPaCt Of the Al ACt e —

<Cloud-set up — deployment, secure access, auto

Information security archttecture %'_

Data strategy and architecture — bringing togethe... =
Getting control over hybrid IT — Optimisation Of ON-.. @ —
How to manage your vendors in compliance with D =

1T GOV ErNaNCe | e
<Sovereign cloud/trusted cloud/confidential comnD=__—' :
The data circle of life, from creation to clean-up (Wi.. e ———
Business resilience — managing a (Cyber) Crisis, Du.. e ————
Privacy — challenges along the GDPR journey, inclu... _?

OTand IT Securlty road maps —

Towards a robust architecture, suitable for the depl.. E——
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Remains a

dominant theme
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Security investments

68%

Additional solutions + 80%

Awadreness campadins + 71%



IT architecture
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Beltug market research, data in the Cloud

To what extent are you concerned about data stored in the cloud? (+200 FTEs; n =197 )

Very concerned 17,8%
Rather concerned 33,6%

Rather not concerned

Not at all concerned 10,2%




Beltug market research, data in the Cloud

What are you concerned about in relation to data stored in the cloud? (+200 FTEs; n = 118)

Cost and effort to recover data 53,9%

Back up (what if the supplier has a serious

problem?) 28

Ability to combine data in the cloud with data in

other applications 56,0%

The (future) access by other software (Al, RPA, IoT) 43.9%
Impact on licences 52,0%

Difficulties in discontinuing the cloud solution 66,9%

Data security 94,1%

Sensitive data stored outside Europe 78,0%

Other | 1,8%




Imbalance
cloud providers -
business customers
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No Digital Transformation without
Change Management

. . The hardest part of digital transformation

IS change management — not the
process but rather user acceptance.

Changing habits remains difficult. “

Sammy Frivaldszky, CIO, Daoust

~ S Beltug ¢




Thank you!

Levi Nietvelt
levi.nietvelt@beltug.be

www.beltug.be

sBeltug 20
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