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1. How to decide where to store or host data?

Quality of solution
Features, tools, innovation, …

Legal considerations
Regulatory, compliance, foreign 

law, …

Quality of provider
Reputation, service levels, …

Security
Encryption, organisational 

measures, …

Nature of own activities
Sensitive or critical sector vs. 

other

Other



2. Sovereign Cloud: a commercial solution to a 
regulatory risk?

Sovereign cloud Data sovereignty



3. Legal keys to the kingdom 

EU

Innovation

Digital autonomy 

Sovereignty & 
control

COMPLIANCESTRATEGIC

GDPR

Sectoral laws

Cybersecurity 

Extraterritorial effect 
of foreign laws

Hyperscalers

Government reliance 
on foreign cloud
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GDPR

› Transfer of personal data outside the EEA
› Adequacy decision?
› Other transfer mechanisms? (SCC, BCRs)

› Transfer impact assessment

› Data processing agreement

EEA

Adequacy decision

Sectoral laws

Extraterritorial effect 
of foreign laws
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GDPR

Sectoral laws

Extraterritorial effect 
of foreign laws

› VTC issues negative opinion on use of 
AWS (8/9/2020)

› Council of State ignores opinion VTC, but 
recognizes risk of transfer outside EEA + 
necessity to take adequate measures
(19/8/21)

› SCCs considered valid transfer 
mechanism since DPF not yet in effect

› EDPS finds European Commission in 
violation of EU GDPR due to use of 
M365 (8/3/2024):

› Lack of transparency on 
international transfers

› Lack of appropriate safeguards and
supplementary measures for
transfer to US

› Lack of sufficient transfer impact 
assessments
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Telecommunications

Subscriber data must be stored 
within EU.

Hospitals

Medical file to be stored by 
(before: in) the hospital

Financial entities

Obligation to list data storage 
locations

Employment

Employer must store social 
documents re. employees on 
site in Belgium

Tax

The books must be stored in 
the office, branch or 
professional/private location of 
the taxpayer.

Other

National security laws, export 
control laws, …

GDPR

Sectoral 
regulation

Extraterritorial effect 
of foreign laws



US CLOUD Act
› Allows US federal government to access information outside the US

› Scope: 
› Material: communication service providers, regarding the content and subscriber 

information 
› Territorial : within their possession, custody or control, regardless of location of that 

information
› US entities
› EU branches of US entities
› ... 

› Limited objection grounds, only for US company
› Gag orders

Other (US) foreign laws (FISA, EO12.333, …)

3. Legal keys to the kingdom 

GDPR

Extraterritorial 
effect of foreign 

laws

Sectoral laws



4. Risks and solutions for companies 

SolutionsRisks

• Comply with transfer mechanisms
• Contractual assurances toward processors
• Ensure hosting location is in EEA
• Encryption

• Responsibility of data controller
• Illicit transfer = violation of GDPR
• Sanctions, up to 20M or 4% yearly 

turnover

GDPR

• Local storage with back-up in (non-EU) 
cloud (in compliance with GDPR)

• Exposure to sanctions under applicable 
laws

Sectoral laws

• https://european-alternatives.eu/• Mandatory disclosure to US government, 
in conflict with EU/national laws

US Cloud Act
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5. Conclusion: a multi-factor risk assessment

Data storage

Category of data 
non-personal data vs. 
highly sensitive 
(personal) data

Security
Encryption, 
anonymization vs. 
pseudonymization, …

Interoperability & 
standardization

Legal considerations Commercial considerations
Features, tools, service levels, …

On-premise
+ back-ups

Local 
cloud

International 
cloud

GDPRGDPR
Foreign 

laws
Foreign 

laws
Sectoral 

laws

Most secure

Least secure

BE

EU
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