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Comprehensive ransomware protection from HPE

Zerto cyber-resilience
solutions

Zerto

Cyber-Resilience Vault Recover

_ Ko’)

HPE Aruba Networking
ClearPass

* Change of authorization
*  Network re-admission
HPE Aruba Networking

HPE Aruba Networking
security solutions

HPE Aruba Networking Central
*  Client Insights
¢ Cloud Auth

* Telemetry & observability
*  Profiling: Users, apps, devices
HPE Aruba Networking ClearPass

HPE Aruba Networking edge devices
*  Policy Enforcement Firewall

*  Application security

* Intrusion protection

HPE Aruba Networking Central
360 Security Exchange Dynamic Segmentation
HPE Aruba Networking SSE
HPE Alletra Storage
. ’ * Immutable snapshots
|
Zerto Real-Time HPE Alletra Storage HPE Aruba Networking Central
Ransomware Detection HPE ProLiant Compute +  Network detection & response
Continuous scanning for attacks and signals HPE Aruba Networking edge devices
HPE Storage & Compute * Rogue detection
solutions * Intrusion detection
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MODERNIZE SECURE CONNECTIVITY WITH A ZERO TRUST FRAMEWORK
Deliver comprehensive zero trust principles across users, devices, applications, data, and networks

o = EE [ @)

Zero Trust Framework Users Devices Applications Data Networks

HPE Aruba Networking SD WAN EdgeConnect

HPE Aruba Networking Data Center Segmentation

HPE Aruba Networking ClearPass -
HPE Aruba Networking Central -

HPE Zerto
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I Which components of SASE has your organization implemented or plans to implement?

SWG
SD-WAN

Source : 2025 SSE adoption report — Cybersecurity Insiders

: Confidential | Authorized HPE and Partner Use Only



The key challenges 1o solve

Dissolving se
perimet¢

Home

Users con

anywhere ¢

corporate
perimeter.

Remote users, cor
or HVAC

E—

LTNA

Unsanctioned
Apps

load data in

Or unsanctioned
g to shadow IT
*data breaches

SalesForce
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Advanced threats prey on legacy infrastructure

Modern Cybersecurity Threats

Ransomware, malware, &
phishing exploit legacy

5 Sophisticated attacks \ R ’
: T
= r"\y architectures

m target remote users &
| | network endpoints

Legacy Security Limitations

Security posture is
A inconsistent for users on
vs. off network

= Traditional VPNs invite Legacy network-centric
0 unnecessary risk & hinder security exposes a broad
user experience attack surface

Enabling access while
°3'?'g protecting users & networks is
e

difficult and brittle
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THE COST OF NOT Most costly data breach

MODERNIZING AGAINST in 2024 (Change Healthcare)
THREATS: PRICELESS
19 4 D avs Average amount of time it
y takes to detect a breach.
Average amount of time it
takes to remediate a breach.
Source: 10 Biggest Cyber Attacks of 2024 | CM Alliance

: Source: Cost of a data breach report 2024, IBM Security CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY 10

Check out the HPE 2025 SSE Adoption report



https://www.hpe.com/psnow/doc/a00147228enw?jumpid=in_hpesitesearch&form=false

AND TOO MANY HAVE ORGANIZATIONS HAVE PAID THE PRICE

x

= 2

Prominent
Data Security

Leading
Pipeline Global Consumer

Operator Credit Agency

Company

Ransomware attack caused fuel Unpatched vulnerability & lack of
pipeline shutdown, shutting down segmentation resulted in breach of
operations for days network via an exposed web portal.

Legacy VPN breached in attack,
gaining network access and
exposing sensitive data
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Cyberaanvallen en trends - Ask Copilot and ChatGPT ...

Trend Summary for Belgium
Sector with the most attacks: Healthcare and Industry
Rapidly increasing threat: Ransomware targeting small and medium-sized enterprises (SMEs)
Average attacks per week:

* Businesses: 1,231/week

* Healthcare: 2,263/week
Most common attack techniques:

* Remote Code Execution (65%)

* Phishing

* Malware (e.g., AndroxGhOst, FakeUpdates)

* DDoS

* Insider Threats

* loT Based Attacks

: Confidential - HPE Internal and Authorized Partner Use Only



Why legacy networks fail to support zero trust

o & =

Cloud
HQ \o o)
~H 2H
Branch Remote user Branch Remote user
Corporate data center as the central hub Users and devices connect from anywhere to the cloud

Legacy architecture Cloud-centric, zero trust architecture
Implicit trust within the network Continuous authentication and verification
Broad access to all resources Granular, identity-based control
Flat, segmented architecture Micro-segmentation fo limit movement
Firewall-based perimeter defense Cloud-first security enforcing least-privilege

: Confidential - HPE Internal and Authorized Partner Use Only



Zero trust: a new security paradigm

VPRPNMPIRBI « Access is granted based on Least ¢ Users and devices only get
Al £ identity, context and continuous privilege access to what they need,
ways verity verification access reducing attack surface

o Consistently enforce zero frust
anywhere on any device
(managed, unmanaged, loT)

Micro e Prevents lateral movements,
segmentaﬁon limiting potential breach

: Confidential - HPE Internal and Authorized Partner Use Only



GO ON A ZERO TRUST JOURNEY WITH HPE ARUBA NETWORKING

Enforce Least-Privileged Access Unify Security Policy

Transition to a Zero Trust connectivity model
by eliminating VPN and enabling consistent
security posture on and off network.

Fully secure endpoints and devices
by unifying security policy into the
network with a full SASE solution.

- -~
7”7 ~N

/ \

Minimize Third-Party Risk

Remove third-parties and employees
from the network by moving to web-
based agentless or agent-based
connectivity to specific apps

Everyone has access to everything Risk Reduction Authorized people have access to what they need I

100% 60-707% <10%

: Confidential - HPE Internal and Authorized Partner Use Only

Reduce Attack Surface

Protect endpoints by securing traffic
destined to the internet through a
globally enabled cloud-security stack




2025 SSE Adoption Report

—

Hewlett Packard
Enterprise

2025
SSE Adoption Report

The state of secure access

Explore the latest trends in Secure Service Edge (SSE) with the 2025 SSE
Adoption Report. This third annual report, draws insights from 713 IT and
cybersecurity leaders, delves into the challenges, opportunities, and expert
recommendations to enhance your SSE strategy.

62% view SASE as essential for their security strategy
61% prefer a single-vendor SASE model

79% plan to adopt SSE in the next 2 years

~1/2 will begin SSE adoption with ZTNA

Research by

Cybersecurity
INSIDERS

Confidential - HPE Internal and Authorized Partner Use Only



Transforming secure business access with HPE Aruba Networking SSE

Secure access to private applications
in the data center or cloud enforcing
zero trust principles.

Secure Web Gateway (SWG)

Secure access o the Internet and

protect against malicious online threats.

Data center

SSE Platform

|
|
| HPES.54
:
|

Cloud Access Security Broker (CASB)

Secure access to SaaS applications
and protect against data loss.

Digital Experience Monitoring (DEM)

Monitor digital experience
and troubleshoot user access
issues for all traffic.

Confidential - HPE Internal and Authorized Partner Use Only



HPE Aruba Networking SSE in action

5 Policy is continuously inspected,
adapting access as needed, enforcing

O

security, and monitoring user performance Data center Cloud
L Policies are enforced and @ @
security measures applied AN N \ ,/ y
Access is brokered through 1:1 connections, Internet ¥y / Saas
securing every connection SWG \ " CASB
\ I
3  Userisidentified and authenticated @~ [~ "7 | I —— !

Process traffic for access authorization and

I
|
Identity + MFA verification . |
(Support of multiple IDPs) @ <l HPE networking : DEM

SSE Platform ,

|

|

2 SSE mediates request
Auto-routes traffic to closest of 500
global edge locations

_hawsg_

1  Userrequests access

Agent or agentless access with O
automatic end-point security profiling
i)
User

—

Broker smart &
surgical connections

Apply security
measures based on
traffic

Automatically verify
access policies

Auto-mediate
access at any scale

Minimize attack surface:
Prevent lateral movement
Visibility into traffic

CASB, Shadow IT visibility, Granular
access control, DLP regex, OCR

URL/DNS filtering, Malware/Anti-Virus
scanning, FWaaS, Sandboxing

SSL inspection, DLP across all traffic

Use context and adaptive access:
User, Device, App, Content
Prevent unauthorized Access

No passthrough Firewall /
VPN connections

Confidential - HPE Internal and Authorized Partner Use Only



Advanced SSE dashboards: Get recommendation for ZTNA adoption
risks and provide recommendation for ZTNA

Analyze exposure

Axis ¥
Q
gt ZTNA Adoption
Fol

Policy
Setiings High Risk
m 55 suggestion
— -
xperience
Support Medium Risk
82 suggestion
9
Low Risk
142 suggestion
§
Networks @
NewYork DC
High: 5 Medium: 35 Low:22
SanJose DC
),\L High: 21 Medium: 7 Low: 29

Networks

™

Private Assets

234

Networks Distribution @

Total Suggustions

62

Total Suggustions

57

Total Users

135

Total Users

64

Newly Discovered

23 220

Q

Insights

%

o Policy

3

Settings

Experience

@

Support

Private

82

Private Assets

48

User Activity

L e Pending Changes ~

Network Exposure

76% 279

Axis ~

ZTNA Adoption suggestions

<3 Network San Jos

Sort By: Exposure Rate

® 6 o

©

192.168.0.0/16 High Risk
Reduce: 192.168.34.0/24

192168470  Hig
Deny: 192:16817.0/24

Jira High Risk

Exclude: *mycorp.com

*.mycorp.com

Extract: git.mycorp.com

vdil.mycorp.com

Define new RDP Application

reports.mycop.com

Define new Web Application

@ Ryan Johnson

otal Issues

Filters

Clear All Filters

82 12

@ TV & AURAD & UX @ Product @ SaaS Group +2

@ AllProduct & R&D @ Saas

@ PMO 6B R&D

& RaD

@ Contractors

@ Employees

135

1 @ rendingchanges

12%

3%

-0.8%

-03%

62

@ Ryan Johnson

67%

Archive

Archive

Archive

Archive

Archive

Archive

Apply

Apply

Apply

Apply

Apply

Apply



MODERNIZE SECURE CONNECTIVITY WITH UNIFIED SASE
Deliver comprehensive zero trust principles across users, devices, applications, data, and networks

Users & Things Apps & Data

HPE Aruba Networking SSE

€ S =

ZTNA Agentless ZTNA SWG CASB DEM

Secure access to Secure access to Secure access o Secure access to Enhanced digital
private apps private apps w/o agent the internet SaaS apps experience

0
(i

Remote/Hybrid

Data center

-

Public Cloud

EdgeConnect SD-WAN

CLEARPASS eee

DEVICE INSIGHT
NAC :N:
Restricts network access to

authorized users and devices
Internet

[1 (o)
s

A

is

Microbranch SD-Branch SD-WAN
Home office, small office, Max integration of wired, Advanced secure SD-WAN
ad-hoc location Wi-Fi, and SD-WAN with Business intent overlays

CX Switching WHGEIESS

Software Defined | Stateful Security | Optimized c Scalable | Unified | User-based Tunneling
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How Inetum can help

At Inetum we understand the
importance of cybersecurity
and the need to comply with
regulatory frameworks such
as NIS2

inetum.?

We provide tools and
guidance to help you meet
the minimum measures
required by NIS2, such as risk
assessments, security
procedures, and incident
response plans

Our team of cybersecurity
experts can work with you to
assess your current security
posture and develop a
customized security plan that
meets your specific needs

You can have peace of mind
knowing that your systems
and data are protected by
industry-leading security
solutions.

22



CYBERSECURITY ACCELERATOR PROGRAM
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Identify & Inspire Protect & Integrate Detect & Operate Respond & Optimize

Audit & Assessment Zero Trust implementation Managed Security Services  Incident Response
Ethical hacking * Identities Vulnerability Management Governance
Roadmap * Devices MDR Services CISO as a Service
Proof of Concept * Data User Awareness

* Applications
* Networks & Infrastructure

inetum.”
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« info@inetum-
realdolmen.world

- Uw vertrouwde
contactpersoon bij Inetum

Contacteer
ons Vvid

inetum
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